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Signed PDF files is not opening in PDF Viewer

It is recommended to open signed PDF files using “Acrobat Reader DC”. Some of the
application/browser does not validate the digitally signed when it opens the file.

If you are using “Acrobat Reader DC” to open digitally signed files and you are getting some issues, refer

below steps to enable settings:

Stepl: Open Acrobat Reader DC with by clicking unsigned pdf file or using desktop icon

Step2: Click Edit menu in “Acrobat Reader DC” and select “Preferences”
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Step3: Click on “Signatures” option
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Adobe Acrobat Reader DC (32-bit)

Digital Signatures

Creation & Appearance

- Control options for signature creation
- Set the appearance of signatures within a document

Verification

= Control how and when signatures are verified

Identities & Trusted Certificates

- Create and manage identities for signing
- Manage credentials used to trust documents

Document Timestamping

« Configure timestamp server settings

Click on Signatures
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Step4: Click on “More...” option in Creation & Appearance section (marked 1). Uncheck “Include

Signature’s revocation status”
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Adobe Acrobat Reader DC (32-bit)

Creation

Default Signing Format: | PKCS#7 - Detached v

When Signing:
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I []Include signature's revocation status I

[ View documents in Preview Mode
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Step5: Click on “More...” option Verification in section (marked 2)
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+ Control options for signature creation
+ Set the appearance of signatures within a document
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« Control how and when signatures are verified

Identities & Trusted Certificates

« Create and manage identities for signing
+ Manage credentials used to trust documents

Document Timestamping

« Configure timestamp server settings
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Step6: Uncheck “Require revocation checking to succeed whenever possible during signature

verification”
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Adobe Acrobat Reader DC (32-bit)
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[¥] Verify signatures when the decument is opened

[[]When document has valid but untrusted signatures, prompt to review and trust signers

Verification Behavior
When Verifying:

(0 Use the document-specified methed: prompt if unavailable

(®) Use the document-specified method; if unavailable, use default method

Adobe Default Security

I [TRequire certificate revocation checking to succeed whenever possible during signature verificatior

() Always use the default method:

Use expired timestamps

[[ignere decument validation information

Uncheck if it is checked

Verification Time Verificatid =
Automatically add verification information when

saving signe

Verify Signatures Using:

(@) Time at which the signature was created
(®) Ask when verification infarmation is too big

O Always
() Never

Secure time (timestamp) embedded
in the signature

() Current time
Windows Integration
Trust ALL root certificates in the Windows Certificate Store for:
[1Validating Signatures
[[Ivalidating Certified Documents

Selecting efther of these options may result in arbitrary material being treated as trusted content.
Take care before ensbling these features.
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